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DETAILED ACTION 

Pursuant to USC 131 , claims 1- 26 have been examined. 

Information Disclosure Statement 
Examiner acknowledges receipt of Information Disclosure Statement. IDS has been 
recorded and considered in the examination. 

Drawings 

1 . The drawings are objected to because of incorrect variables and inconsistent 
flow illustrated. In figure 2, the "secure header 26" and "code message 28" are missing. 
In figure 3, the "encrypted code 22" is misnumbered. In figure 4, no numbering or clear 
flow illustrated in the drawing. In figure 8, inconsistent flow is illustrated. Corrected 
drawing sheets in compliance with 37 CFR 1 .121(d) is required in reply to the Office 
action to avoid abandonment of the application. Any amended replacement-drawing 
sheet should include all of the figures appearing on the immediate prior version of the 
sheet, even if only one figure is being amended. The figure or figure number of an 
amended drawing should not be labeled as "amended." If a drawing figure is to be 
canceled, the appropriate figure must be removed from the replacement sheet, and 
where necessary, the remaining figures must be renumbered and appropriate changes 
made to the brief description of the several views of the drawings for consistency. 
Additional replacement sheets may be necessary to show the renumbering of the 
remaining figures. Each drawing sheet submitted after the filing date of an application 
must be labeled in the top margin as either "Replacement Sheet" or "New Sheet" 
pursuant to 37 CFR 1 .121(d). If the change is not accepted by the examiner, the 
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applicant will be notified and informed of any required corrective action in the next Office 
action. The objection to the drawings will not be held in abeyance. 

Claim Rejections - 35 USC §112 

2. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

3. Claim 9 recites the limitation "said binary transformation module". There is 
insufficient antecedent basis for this limitation in the claim. Furthermore, the binary 
transformation module is not disclosed in claim 6. The module is disclosed in claim 7. 
Appropriate correction is required. 

4. Claim 15 discloses the "normalized inner product" of the decryption orthogonal 
code and received message, "normalized inner product" lacks definition and is unclear 
what constitutes the "normalized inner product" in the claim. For the purpose of 
examination, the examiner interprets 'normalized inner product' as the product of the 
decrypted code and the received message. Appropriate correction is required. 

5. Claim 23 discloses "encrypting acknowledgements" and "broadcasting an 
acknowledgement message" which limits the claim as indefinite. For the purpose of 
examination, the examiner interprets acknowledgement as broadcasting. Appropriate 
correction is required. 



6. 



Claim Rejections - 35 USC § 101 

35 U.S.C. 101 reads as follows: 
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Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

Claims 1- 26 are rejected under 35 U.S.C. 101 because the claimed invention is 

directed to non-statutory subject matter. 

7. Functional descriptive material, per se is not statutory. However, functional 
descriptive material claimed in combination with an appropriate computer readable 
medium to enable the functionality to be realized is patent eligible subject matter if it is 
capable of producing a useful, concrete, and tangible result. 

8. Computer readable medium must be of a physical structure which provides the 
functional descriptive material in usable form to permit functionality to be realized with 
the computer. 

9. A program product which does not explicitly include such a medium, a program 
per se, or other type of transmission media that fails to include the hardware necessary 
to realize the functionality, and a piece of paper with the functional descriptive material 
written on it are all examples of media which are not believed to enable the functionality 
to be realized with the computer. Appropriate correction is required. 

Claim Rejections - 35 USC § 102 

10. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
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351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21 (2) 
of such treaty in the English language. 

1 1 . Claims 1 , 2, 4, 1 5-1 7 are rejected under 35 U.S.C. 1 02(e) as being unpatentable 
over George (US 2004/0203957). 
(1) with regard to claims 1: 

George discloses orthogonalization of messages using a communications 
device comprising orthogonal code [Page 1 , paragraph 20; Page 3, paragraphs 49 and 
50). George also discloses a multi-casting communications device for secure 
communications (in a highly dynamic environment between members of a predefined 
communications group that includes a plurality of group members, comprising: 

a code module ['central database'; Page 3, paragraph 46] for maintaining an 
code table ['orthogonalized message in partition...'; Page 3, paragraphs 46-50] by 
reciprocally exchanging code with a communications device operated by each new 
member that joins the group ['radio telecommunications system', 'group member user 
terminal'; Page 1 , paragraph 8], and deleting from the table the orthogonal code 
associated with the communications device of any group member that leaves the group 
['uplink of random access channel used to update information'; Page 4, paragraph 69]; 

an encryption module and decryption module for encrypting a message to be 
sent to one or more of the group members using the code associated with respective 
communications devices operated by the group members to which the message is to be 
sent operated by any of the other group members [each unit/member is capable of 
encryption [Page 2; paragraph 39] or decryption of messages; Page 2; paragraph 25]. 
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In addition, each participant involved is defined in advance, interchanging information 
between them [Page 2; paragraph 23]. 

(2) with regard to claim 2: 

George discloses a code generator module for generating the orthogonal codes 
['orthogonalization'; Page 1; paragraphs 19 and 20]. 

(3) with regard to claim 4: 

George discloses wherein said code module comprises an orthogonal generator for 
generating a set of orthogonal and pseudo random orthogonal codes that are of 
identical length ['randomization'; Page 1, paragraph 17; Page 3, paragraph 47]. 

(4) with regard to claim 1 5: 

George discloses wherein said decryption module comprises a function for 
accessing to the orthogonal code table to obtain a decryption orthogonal code 
associated with the communications device operated by the group member who sent 
the message ['unique key is de-compressed; Page 3, paragraphs 54-55]; and a function 
for computing a normalized inner product of the decryption orthogonal code and the 
received message to decrypt the message [de-orthogonalize'; Page 3, paragraphs 56- 
57']. 

(5) with regard to claim 16: 
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George discloses wherein said orthogonal code module comprises a function for 
sending an orthogonal code to each new group member and a function for confirming 
receipt of an orthogonal code by the new group member ['acknowledgement'; Page 4, 
paragraphs 68-69]. 

(6) with regard to claim 17: 
George discloses wherein the function for sending orthogonal codes comprises means 
for encrypting respective orthogonal codes for a number of recipients, concatenating the 
encrypted orthogonal codes and broadcasting the concatenated orthogonal codes 
['messages are grouped...'; Page 1, paragraphs 14-16]. 

12. Claims 18-22, and 25-26 are rejected under 35 U.S.C. 102(e) as being 
unpatentable over Hardjono (US 6,584,566). 
(1) with regard to claim 18: 

Hardjono discloses maintaining a table for each group member by reciprocally 
exchanging a key with each new member that joins the group ['common group key'; Col 
7, lines 25-28], and deleting from the table the key associated with any group member 
that leaves the group ['group key is replaced'; Col 8, lines 14-18]; encrypting a message 
to be sent to one or more of the group members using the key associated with 
respective group members to which the message is to be sent ['encrypted key'; Col 7, 
lines 46-48]; and decrypting a message sent from a communications device operated by 
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any of the other group members ['multicasting'; Col 10, lines 40-46]. 

(2) with regard to claim 1 9: 

Hardjono discloses exchanging a key with each new member that joins the group 
further comprises encrypting the key prior to sending the key to the new member 
['membership change'; Col 7, line 67 and Col 8, lines 1-3]. 

(3) with regard to claim 20: 

Hardjono discloses wherein the encrypting comprises encrypting each key using 
one of: symmetric encryption if a sender of the orthogonal code has a pre-arranged 
shared symmetric key with the recipient, and otherwise using public key encryption with 
a public key of the recipient ['cipher key code'; Page 1, paragraph 18]. 

(4) with regard to claim 21 : 

Hardjono discloses wherein said pre-arranged shared symmetric key is 
exchanged offline between the two parties before the secure group communication 
occurs ['secure association is not always distributed with key...'; Col 11, lines 10-24]. 

(5) with regard to claim 22: 

Hardjono discloses wherein the public key is obtained from a directory service 
['key server'; Col 4, lines 31-35]. 
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(6) with regard to claim 25: 

Hardjono discloses wherein when a member leaves the group, the method 
further comprises: deleting the encryption code assigned to said leaving member; 
deleting the decryption code assigned by said leaving member; and deleting an identity 
of the leaving member from a group members list ['member leaving'; Col 8, lines 10-18]. 

(7) with regard to claim 26: 

Hardjono discloses a method wherein when a new member joins the group, the method 
further comprises sending a join request to all group members with which the new 
member desires secure communications ['member join/rekey'; Col 5, lines 23-26]; 
receiving a refusal acknowledgment from each group member that does not desire 
secure communications with the new member. Because of the secure connection, the 
refusal is interpreted by the examiner as being inherented; exchanging codes with each 
group member that accepts communications with the new member ['common key'; Col 
7, lines 25-30]; and updating the orthogonal code table as the orthogonal codes are 
received from other group members ['member joining'; Col 10, lines 1-44]. 

Claim Rejections - 35 USC § 103 

13. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title! if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
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invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

14. Claims 3, 5 - 14 are rejected under 35 U.S.C. 103(a) as being unpatentable over 

George (US 2004/0203957) in view of Hardjono (US 6,584,566). 

• (1) with regard to claim 3: 

George discloses all the information as being claimed in claim 1 . However, 
Hardjono discloses a message amalgamating module for amalgamating a number of 
messages addressed to other group members into an amalgamated message 
['multicast messaging; Col 10, lines 40-44]. 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made for the device as disclosed by George to include 
imalgamation as disclosed by Hardjono in order to increase security and to produce an 
efficient single message size among group members [Col 10, lines 44-46]. 

(2) with regard to claim 5: 

George discloses all the information as claimed in claim 1 . However, Hardjono 
discloses wherein said orthogonal code table comprises a group member list, an 
encryption orthogonal code list, a decryption orthogonal code list and an unused 
orthogonal code list ['key server'; Col 4, lines 20-33]. 

• Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made for George to include an orthogonal code table as 
disclosed by Hardjono in order to distribute keys to group members [Col 3, lines 17-26]. 
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(3) with regard to claim 6: 

George discloses all the information as claimed in claim 3. However, Hardjono 
discloses a message amalgamating module comprises a plurality of adders that output 
an amalgamated message by adding together encrypted messages addressed to a 
plurality of group members encrypted using respective encryption orthogonal codes 
associated with communications devices operated by the group members to which the 
respective messages are addressed ['key server'; Page 4, lines 20-33]. 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made for the device disclosed by George to include 
imalgamation as disclosed by Hardjono in order to increase security and to produce an 
efficient single message size [Col 10, lines 44-46]. 

(4) with regard to claim 7: 

George discloses wherein said encryption module comprises an orthogonal code 
transformation function ['orthogonalization'; Page 1, paragraph 19], a binary 
transformation module ['bit-wise X-OR operation'; Page 2, paragraph 40], and an 
encryption function ['message is encrypted'; Page 2, paragraph 39]. 

(5) with regard to claim 8: 

George discloses wherein said orthogonal code transformation function 
transforms an encryption orthogonal code to bipolar form in which each orthogonal code 
*1* is converted to *+1\ and each orthogonal code '0' is converted to '-Vf/message is 
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orthogonalized'; Page 3, paragraph 49]. 

(6) with regard to claim 9: 

George discloses wherein said binary transformation module transforms the 
messages into a binary format ['bit-wise X-OR operation 1 ; Page 2, paragraph 40]. 

(7) with regard to claim 10: 

George discloses wherein the encryption function accepts the message in binary 
format as input, examines each bit of the message and substitutes the bit with the 
encryption orthogonal code when the bit is "1" and a negative of said orthogonal code 
when the bit is "0" ['orthogonalized'; Page 3, paragraph 49]. 

(8) with regard to claim 1 1 : 

George discloses all the information as claimed in claim 10. However, Hardjono 
discloses wherein a plurality of encryption functions work in parallel so that a number of 
messages are encrypted concurrently ['re-keying 1 in Fig 5; Col 8, lines 34-60]. 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made for George to include parallel encryption as disclosed by 
Hardjono in order to reduce latency of re-keying to its members ['latency'; Col 8, lines 
26-29]. 



(9) with regard to claim 12: 
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George discloses wherein the plurality of adders comprise parallel adders and a 
combining adder for combining outputs of the plurality of parallel adders ['data is added'; 
Page 3, paragraph 41]. 

(10) with regard to claim 13: 

George discloses wherein the parallel adders add the encrypted messages bit by 
bit in parallel, and output the sum to the combining adder ['final fixed or dynamic 
compression'; Page 3, paragraph 41]. 

(11) with regard to claim 14: 

George discloses wherein the combining adder accepts the outputs of the 
parallel adders and adds the accepted outputs bit by bit to generate the amalgamated 
message [message is combined'; Page 3, paragraph 50-51]. 

(12) with regard to claim 23: 

Hardjono discloses all the information as claimed in claim 18. However, George 
discloses a step of confirming the exchange of orthogonal codes comprising collecting 
all orthogonal codes sent during a predetermined period of time ['acknowledgement'; 
Page 4, paragraphs 68-69]; encrypting acknowledgements using the an encryption 
module, and broadcasting a resulting amalgamated encrypted acknowledgement 
message ['encryption and broadcasting'; Page 1, paragraphs 14-16]. 
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Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made for the method disclosed by George to include the method 
disclosed by Hardjono in order to increase security and to produce an efficient single 
message size among group members [Col 10, lines 44-46]. 

(13) with regard to claim 24: 

Hardjono discloses all the information as claimed in claim 18. However, George 
discloses periodically generating a new set of orthogonal codes using an orthogonal 
code generating module ['orthogonalization , ; Page 1, paragraphs 19-20]; assigning said 
new set of orthogonal codes, encrypting and amalgamating the assigned orthogonal 
codes to form a new code message, and sending the new code message to the other 
group members ['messages are grouped'; Page 1, paragraphs 14-16]; and recording 
the update in related orthogonal code tables ['uplink../; Page 4, paragraph 69]. 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made for the method disclosed by George to include the method 
disclosed by Hardjono in order to increase security and to produce an efficient single 
message size among group members [Col 10, lines 44-46]. 

Conclusion 

15. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Traci L. Russell whose telephone number is 
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571.270.1095. The examiner can normally be reached on Mon - Fri (alternate Fridays 
off). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nasser Moazzami can be reached on 571 272.4195. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



Traci L. Russell 
TLR 
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